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Advanced persistent
threat landscape in 2020

Top 10 targets:
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Top 10 significant threat actors:
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4 |AmTheKing

5 TransparentTribe
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Top 12 targeted countries:

Chile

StrongPity
Sofacy
CoughingDown

- MuddyWater

SixLittleMonkeys

Kaspersky’s Global Research and Analysis Team
(GReAT) is well-known for the discovery and
dissemination of the most advanced cyberthreats.

According to their data, in 2020 the top targets for
advanced persistent threats (APT) were governments,
and the most significant threat actor was Lazarus.
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Advanced persistent threat landscape in 2021

Kaspersky's Global Research and Analysis Team (GReAT) is well-known for the discovery and dissemination of the most advanced cyberthreats.
According to their data, in 2021 the top targets for advanced persistent threats (APT) were governments, and the most significant threat actor was lazarus.
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Advanced persistent Kaspersky’s Global Research and Analysis Team (GReAT) is

well-known for the discovery and dissemination of the mo

threat Iandscape in 2022 st advanced cyberthreats.

According to their data, in 2022 the top targets for ad
vanced persistent threats (APT) were governments, an
d the most significant threat actor was Lazarus.
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Advanced persistent threat landscape in 2023
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Latest Threat Landscape: M ulti-stage infection
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Impartat pants we cansider: Full-cartext understanding
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Im portant points we consider: F ull-context understanding
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B Not challenging OSomewhat challenging  OVery challenging

Source: Cisco 2018 Capabilities Benchmark Study
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Information 1} Intelligence 2| X}0]

A Tough!

Tools eChallenging

Network/ .
Host Artifacts .Annoymg

Domain Names eSimple

Source: Pyramid of Pain - David Bianco
https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Threat Data Feeds
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