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1. 3 AZEZol2 98

0f the codebases scanned in 2022, included security
and operational risk assessments.

’-

of codebases contained
open source more than
four years out-of-date

of codebases had
license conflicts

2018 2819

Percentage of codebases containing
open source

Percentage of code in codebases that

of codebases of codebases contained was open source

contained open source components that had
with no license or a no new development in Il Percentage of codebases containing at
custom license the past two years least one vulnerability

Percentage of codebases containing
high-risk vulnerabilities

(ZX) Synopsys, 2023 Open Source Security and Risk Analysis Report
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]

Key Finding

Key Finding

x £X :sonatype, https:/ /www.sonatype.com/resources/2023-software-supply-chain-report
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= SWE O|R= #2249 ME FH AZBAN gt FFetE S(description)Z 20N

(5

- SW HEo Ar8E Cpst 222 AN FHe g% AHE TS FANO N8 - £HETZ E014028
Sec.10.(j)
- SWRHLA FHY YFN QZHS FNMOID WNSNHE FEHE 2P 2F - NTIA

- SW T2 NSl Clgt 2¥24e NN 3 B3Y TS TSt 34 RO SW U
ot

[=]
T
sE2fc 35 NE 2EL29 H3SW FY24AS ARSI MF2 S0, SBOM2 MISCIM ©12ot 4

g fg= S5 - IMDRF
T NASH Y - HEAS TNl M

SBOM ZHAaL2A (NTIA)

- HO[E BE ; BANOE FASO @ I 3424 NF FE MY - 34249 FIN - OIS - B - NEA
oFT, SBOM SR - AN
- RS A SWAETY AOINS M2 9Bt AT A - IWNSY 52 EAM A5 N, SBOM MY -

AHE 98 Hoj EMo=E= SPDX, CycloneDX, SWID tags &
= AE X EA : SBOM 27 - M4 - A8l it 2% o - MY HES, SWRYLA BN Y|, 2T AL
(Known Unknowns), “ﬂE ME, 82 Mo, 2] oo °“5||

(£X) '0]= SBOM ™ BM gl A|APH(Issue Report IS-144, SPRI, 2022.12.16.)' LI0]| =7}

F|°
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SBOM XM HEF

= SPDX : HSAMES 224
5962). EOIMA HEE F2
* BO|MA| LS DTTH SHAS

g=2 TR ME

= SWID : A=

I\ =g =|
oTT

ISO/IEC 19770-2)22, SW Ai/EQE Ha|of
LIRS LR

+ CyclolneDX : OWASPOIN EZ W& 9i9|
O ofLjt AH|A, £

* SWRISS &A - TjA| - 87

o =ol

HEY. SBOM &

43d Ms

SBOM
9|t

* S5aaSBOM, HBOM(HW BOM), VEX(HH

= SBOM 24F=° Higt SPDX, SWID,

CycloneDX %Y Hjul

=

A DHE HOE SBOM FEE
2NOZ MFY Ao|NAY izt

9% wrel =

Al Z=ME o= SW"II 52

Z3°l i

K
O
AN
Ti=
3

3tE TZoE HEGOE XN

&= s ”II*
gt DZMER o Hot} 33Y Y24 24
Ao 591 HE BE uw 2 33% B 3

D98 NHE
E(SPDX License list)2 =3t

LT

D 9 9Pt 3 EE(20218, 1SO/IEC
222 Y

=
AHAAA R EoIMA 3 JE g2 A

HE(20124,

g 9%t ¥y
mojAe| 282

(Timestamp)

| <Entity) @role

= —
¥H) 522 ¥Y- 28 s
SBOM E=Si= SPDX CycloneDX SWID
2+ o2 c t metadata/authors/au | {Entity? @role
(Author Name) reator thor (tagCreator), @name
e 2 Created metadata/timestamp {Meta)

swades S5AF i Supplier
(Supplier Name) PackageSupplier publisher t()?gr_.tgg reé:@rrels:ﬁer/pu
swydas ols PackageName name {softwareldentity)
(Component Name) g @name
swaMoA HH s - {softwareldentity)
(Version String) PackageVersion version @version
swaHas SHA| PackageChecksum EE= | Hash {Payload)/../{File}
(Component Hash) VerificationCode “alg” @ [eHA I 12 =] :hash

swadEaA AlEHI}
(Unique Identifier)

swHHEa A o|FEFHA|
(Realtionship)

DocumentNamespac
e (SPDXID2t EHA)
DESCRIBES,
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bom/serialNumer
component/bom-ref
Dependency 12HIZX
L= LHSo|| =5F

| @taglD

{softwareldentity>

{Link) @rel, @href
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= ('22.12) "231d E% MIE%H Omnibus)0| HEZ A HE » 9|27|7| #™(MDR) 745/2017 A1 10 Yt o gl
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F7tsto - &L Lt
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S0l 27 5 Us YE7F ZeE|0of LICH
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Cybersecurity in Medical Devices:
Quality System Considerations and
Content of Premarket Submissions

Guidance for Industry and
Food and Drug Administration Staff

Document issucd on September 27, 2023,

The draft of this document was issucd on April 8, 2022.

This document supersedes “Conlent of Premarkel Submissions lor
Management of Cybersecurily in Medical Devices,” issued Oclober 2, 2014.

Tor questions about this document regarding CDRIT-regulated devices, contact
CyherMed(@fda hhs.gov. Tor questions about this document regarding CBT.R-repulated devices,
contact the Office of Communication. Outreach. and Development (OCOD) at 1-800-835-4709 or
240-402-8010, or by email at ocod@@fda.hhs.zov.

U.S. Department of Health and Human Services

FOA U' S FOOD & DRUG Fuod und Drug Administration
ADMINISTRATION Clenter for Devices and Radiological Health
Clenter for Biologics Evaluation and Research
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< SBOMCl o2t HEFFRE M= 54 >

» B8R OIS (Author Name): SBOM®| AMAZ, REAT JY saMT %2 +% MS

* EIRAEE(Timestamp): SBOMOI DIA[S2E AHCIER M R AMZ 20| ¥Y¥s TR SBOM B=°l HELH
HEARIS HHCIENH & HEARIE AL MG 2N 2O S S0 86014 2 EBAD =X FAS
Ao &

< #EHEY HBHE &4 >
'3 Name): SBOM B2 M 1922 =M °F Ec & 4EX

g2M ©|&(Supplier

(= | [=]

H2A2H(Component Name); Q249 O T & NEAE FEM(EE HEA)TT TG

« HB(Version String) . #8224 HHOZ HE FRE AY2AE Fiz NE%E { T29 E

« 2R SA|(Component Hash): FA2AY AV8 SAZ AT SjAI= ALEQC MRS NG NHAR SjA| A
OAE MBI ARY £ o0 O F=ot SRAM M=AMZ MFotADh 3] 2] & MY 2213 Tost SRYO] FIHE.
saNY YA APRAE FYots YHE MEISI O OAl oA HAE FYE. A ¢ SBOMA= A2 44229
Cyot oA, 8T Agasl HOEE HO[H= FA| o sjA| A JAMO| Ojot SjA Tt EFE £ S

o G20 AEA(Unique Identifier); FH2AE AR FYots O 20 He F FHE, 1% NEA: PF NYMOEZ
ARS8 45 A% EE YYAHOIAE NYZoz MAHHY T|E MY REWE BAE £ U

« #H(Relationship); SBOM @24 e Aoz 422 9 #i= SBOM EZ SO HMxO K20, 1|2 &

732 IBY

=1

-1
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'( T SR W MR A [EHA R Y U ADIE S| 2 K o 2 www.ktc.re.kr >



2-2. 3 FDA SBOM 24 : TIR2A(NTIA) + FH24

« ALERS HEHE MZAZRMY EUHTY X SNBSS 0 Moz AZEFS AY 28
- 9, ALEYOT M3HO02 JA| =E(the software is actively maintained), O ©1¥ A H2TA| &2(no
longer maintained), #={F(abandoned)

« AEEQO HEHE N F=(EoS, End-of-Support) 27t

P  MART MEDICAL SECURITY FORUM
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12 SBOM 22

Medical Device Cybersacurity Working Grove

= &AL ©|&(Author name) : SBOM T2 MYo AN, e, =5, £= §M) FZX

+ EIUAE : SBOM Ol 14ER EY X AL 1S

O—o—

b

. ADEgO| EHE WH(FFN) : AEHES M45D Fo3tD AW YK, SWAEHE
A% o\Be 2BNoZ 4o SW G BN HALA oES BAG B

. ATEQIQ] FEHE o[ : 23NY FINO| o) FAH AZEQ gRO| WY FY

. ADEZO| EHE WX : O AHE HHIN AZEgoe HFS TN U9

saMel 23 AgEs MEA
« G20 AEA  HEHES ABSIEN ALSEHL B HICIEHCIA XY A HBS o=

—= =
N

= #HI(Relationship) : HAEE HEHE Xt AZEY YO EZE= HHE 4T

« HEHE oA HEHES] EMS #E8 GHI°F A2 0= H £8° 2 & RS

E
« CjHO[AS] MEZFET BEE 1HAZ(Cl, 2AZEHS FEXHES EOS(End-of-Support) E7)
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SERHF NS XPA|HAD QY www.ktc.re.kr
'@ ' SN T XA YU A : i *‘*u|'E2|EE?_|'EEJ 14



@D =H® ACIHERE T°|==2l GAP =4 : sBom &E

S AN Tho|= IMDRF % FDA

(2023.07) (2020.03)

SBOM

(Al 7, AlE
= YHolE/=
CHIfX| S)

7to|E
(2023.09)

V. A. 4. Third-Party

(BN,

Software
[IMDRF/CYBER

Components
WG/N73, 2023.04.]

o (MI3X} sw Ed )
Principles and
(a) SBOM

Practices for

) (b) Documentation
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22 1°I==21 vi1.0” NIS-SBOM

NIS—SBOM 7|[28I= (* : XAl M) )

=

@ SBOM Standard™

2
—_ o

NIS / SPDX / CycloneDX / TTA S SBOM &

@ SBOM Type™

et / RE S SBOM AL

@ CycloneDXNo.

@ SPDX Doc. ID

CycloneDXH=

SPDX 2MH=

® SBOM ID*

SBOM 2AHS

® Product Name™

HiE ol&

@ Product Version™

HiE HH

Component Name

@ Component Alias™®

HEEHE 0|15

HoHE EHE

oA

@ Component Version

HEHEHE HF™

i Component Supplier Name

HEAE ZIZX OIS

@ Component Hash

Z{ZHE SHAI(SHA—256 O|4&F ALZ)

@ Component Path*

4 SBOM Author Name

HZHE H2(HRHEHE & |X| A1E)

SBOM =tAdx}

B Unique Identifier

HEHE HA 2|0l =3|7t 7hsTt 07 AHX}L (CPE. PURL S)

® Dependency Relationship

o9 dxaEete| I 2

@ Timestamp

@ License Name - Version

SBOM 244421A]
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NVDI(CVE), CISA(KEV) S E2HF|2HE DB

@ Wul. Info

CVE AJ#ixt ¥ CVSS =oHHofs S3

T St E KA P SMART MEDICAL SECURITY FORUM
IC NIEIERNRAZE & AD}E |2 5 otE 2

www.ktc.re.kr

16



3. A= 11 SBOM k&




1. SBOM ZH&2H3

l Risk Management and Risk Management and A
Vulnerability Management = Vulnerability Management Tess e
N Vulnerability pitity MR
mmm| Activities (See 7.1&7.2) s ronaton Activities (See 7.1 & 7.2) ZiEmiis
Medical Device Manufacturer Healthcare Provider
Generation N Distribution Ingestion
(See 5.2) (See 5.3) (See 6.1)
ldsm [ —
J ‘
= —T SBOM SBOM
3¢party SBOM |
Vendors Content |
, MDM Software Component HCP SBOM Repository
Repository
? % ... SBOMs for other Products/Systems
X which the HCP owns
Software Components SBOM
\ ) \ 7
N -
Configuration Management (See 5.1) SBOM Management (See6.1)

(ZX) Principles and Practices for Software Bill of Materials for Medical Device Cybersecurity
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Collect SBOM Content Maintain SBOM Content

Select Components SBOM Component Monitoring
Acquire SBOM Content Risk Assessments
Monitor Components for Vulnerabilities Change Management

........... Operate

used to notify the

X x o It
6{ 6{ Firmware, Embedded

: Possible sources: | Create SBOM for Distribute the SBOM CO't ify H:‘rs. of
| « 3 party SBOMs : each product to stakeholders for R
: C?n?x\l « Specifications | release and each product
| « Build Outputs | product update release
|
| * SCA Outputs
I o i | Vulnerability
I May include: : N Information
: * COTS (e.g., Operating Systemll SBOM (VEX framework can be
|
|
| Software, PLC | vulnerability
: Software * 0SS Components/Libraries | information to HCPs)
| Components * 3" Party Libraries ]

Content

MDM Software
Component Repository

(ZX) Principles and Practices for Software Bill of Materials for Medical Device Cybersecurity

P SMART MEDICAL SECURITY FORUM
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(ZX) Principles and Practices for Software Bill of Materials for Medical Device Cybersecurity
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Risk
Management
K& 2ra|

Secure
Development

Process
QIETEF IHEr = =2 M| X

Vulnerability
Management
Flers 2=l
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x B4 3% B0 35 “Efforts to Secure the Software Supply Chain in the U.S.”
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