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Permission
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AhnlLab Data Encryption
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Ahnlab Access Log Manager
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AhnLab Privacy Filter for Web
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AhnlLab De-identification
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Secure Gateway

API

Plug-in

Encryption

Encryption

Encryption
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Byte Code Instrumentation Network Mirroring Secure Gateway
Logging Logging Logging
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Web DB Switch Web DB Gateway Web DB
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API Gen Al Plugin/Tool

Prompt Injection Training Data Poisoning Insecure Plugin Design

= Prompt Injection Detector = Data Cleansing = Malware Detection

* De-identification = Data Loss Prevention
Insecure I/0 Handling = Confidential Information Detector = Access Control
. = Security Consulting
= Access Control Model Theft

b Pl Supply Chain Vulnerabilities
» Blacklisting = Access Control PPly

.. rens = Security Consulting
Sensitive Information Disclosure Supply Chain Vulnerabilities = Whitelisting

» De-identification = Security Consulting

» Confidential Information Detector N Whitelisting
= PII/SPI Detection Model = |ncident Response Process

o Training Data Poisoning
Model Denial of Service Prediction of Response

= Data Cleansing
= De-identification
= Confidential Information Detector

Knowledge Base

= Al Engineering, Data Analysis
= Domain Expert
= MLOps

= Heavy Operation Detector

Infra Security

* Ref: OWASP Top 10 for LLM v1.0 (2023.08)
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Window Injection.
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Rehost

Replatform

Refactor

Rearchitect
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Database on VM
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Database on Cloud VM

Cloud DB
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Kubernetes Service
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\\ v CloudDB Block Storage
Autoscaling
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More security, More freedom

Ahnlab
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